
April 21, 2006

TO: President George W. Bush

CC: Vice President Richard B. Cheney
Honorable Joshua B. Bolten

FROM: Donald Rumsfeld fr
SUBJECT: Some Illustrative New Approaches and Initiatives To Meet

the 21st Century Challenges

In March I spoke at the Truman Presidential Library. It offered
an opportunity to reflect on the Truman Presidency and the difficult challenges the
country faced at that important juncture in history the end of World War II and
the dawn of the Cold War.

As I considered the many institutions that were fashioned during the
Truman Presidency, most of which are still in existence, it occurred to me that
you. too, are at an important juncture in history. We are past the end of the Cold
War and entering a new era of the Global War on Terror - transitioning from the
industrial age to the information age, and shifting from an emphasis on

conventional war to asymmetric or irregular warfare. Under your leadership a
great deal already has been initiated to adjust to this new era. As an illustration, I
have attached a list of some of the initiatives we have undertaken at the
Department of Defense (see Attachment (1)). The other departments and agencies
have, of course, taken on new initiatives as well.

Your new National Security Strategy is being correctly interpreted as
setting out principles as to how to help shape the global environment, directly
connecting U.S. policy with the sources of American power our free economic

and free political systems. It has been described as "a grand strategy of
transformation." Now we must consider how best to turn that vision into a reality

that will outlast this Administration.

The new international system that was created in the immediate post-World

II period favored freedom, free trade and the peaceful resolution of disputes.

It was designed to deal with the threats from the ideological and territorial

expansion of the USSR. President Truman's leadership (1945 1953) was

essential to the success of the many new initiatives and institutions created to

enable the United States to cope with their new challenges. The new institutions

pproches they fashioned included the UN. NATO, the World Bank and
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IMF, Point IV, the Truman Doctrine, the OAS. and the Marshall Plan. They also
included many new U.S. Government institutions, such as the CIA, DoD, USIA,
Voice of AmerIca, and the National Security Council. By establishing those
institutions and doctrines, the Truman Presidency literally set the national security
framework within which some ten successive Presidential administr.tions, of both
political parties. have operated for more than sixty years.

For the U.S. to continue to prosper, a secure global order is a necessity. As
you have said, isolationism is an option we do not have. We will need to
participate in the global system in significant ways; and, with respect to some
challenges, participation in effective international organizations will be the only
course.

Yet in important ways, existing international institutions have proven
inadequate to the task, Further, the U.S. Government is too often paralyzed by
bureaucratic inertia and legislative constraints that impede rapid, flexíble and
creative responses. These facts and they are facts contribute to governmental
ineffectiveness and charges of incompetence.

Given this, it is time to consider new initiatives to be undertaken during the
remaining portion of your term. Such an effort would be a way to set in place the
framework for the administrations that will follow, just as the Truman
Administration set the framework for subsequent administrations during the Cold

War.

The task is to fashion now the needed new institutions that it would be

impossible to fashion five or ten years from now. Further, the adverse
demographics in Europe and Japan suggest that our key democratic partners are

likely to be less helpful to the U.S. in the coming decades, which adds a sense of

urgency to our efforts.

Even if the needed bold new ideas are not adopted immediately, which is

likely, it is important to initiate a national díscussíon and raise the current level of

the national dialogue to a higher plane.

I would be pleased to discuss these thoughts in greater detail.

Attach.

DoD Transformation Initiatives - Since January 20, 2001 (4/17/06)

Illustrative New 21st Century Institutions and Approaches (4/21/06)
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DoD Transformation Initiatives - Since January 20, 2001

The Department of Defense has undertaken a number of initiatives to meet
the challenges of the post-September 11, 2001, world.

They include:

The new Defense Strategy

Major Force Posture changes worldwide

A new military Force Planning Construct

Established the post of Under Secretary of Defense for Intelligence

Established the post of Assistant Secretary of Defense for Homeland
Defense

Established the new post of U.S. Northern Command

- Merger of the US Space Command and the US Strategic Command,
with expanded authorities for cyberspace and strategic communications

New authorities for an expanded Special Operations Command.

The Proliferation Security Initiative- Restructured the Missile Defense System, with an initial capability

deployed

Major refocus of US Strategic Reconnaissance Operations

Modernized the Unified Command Plan- New strategic military-to-military relationships in Central Asia, South

Asia, and Latin America

New authorities to train and equip foreign militaries and to provide for
post-conflict stabilization efforts

- New Global Security Cooperation Guidance

New National Security Personnel System

Leadership to modernize the NATO Command Structure

- Proposed the new NATO Response Force

- Restructured the defense attaché system worldwide

Strengthening language skills and regional expertise across the Joint

Force

'Reset" US Army into more agile, more capable, and more deployable
modular Brigade Combat Teams

Attachment (1)
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Attachment (2)
April 21, 2006
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Illustrative New 21St Century Institutions and Approaches

1. Transformation of International Institutions

Today the world requires new international organizations tailored to our
new circumstances. Many of the most pressing threats are global and
transnational in scope terrorism, proliferation, cyber-crime, narcotics, piracy,
hostage-taking, criminal gangs, etc. Because they cannot be dealt with
successfully by any one nation alone even the USA the cooperation of many
nations will be vital.

Current institutions, such as the United Nations, NATO, the OAS, the
African Union, ECO WAS. ASEAN, and the European Union, to mention a few,
were designed at a time when the world's challenges were notably different.
Some were formed over half a century ago to further U.S. foreign and security
policy purposes. Today, as U.S. goals and the world at large have changed,
existing international institutions have failed to adapt sufficiently. Effective
international organizations are needed to bring competence in such areas as quick
reaction forces, military training, military police training, counter-proliferation,
capacity-building for the rule of law, governance and domestic ministríes. This
may require institutions designed for those purposes, rather than struggling to
reform existing institutions to take on tasks for which they are ill-suited.

Examples:

- Peacekeeping and Governance: The world and the U.S. would benefit from

a "Global Peace Operations and Governance Corps." We need a standing

capability, ready to respond rapidly to deal with emerging sítuations before
they spin out of control. Such a capability could have been usefùl in just

thé past few years in Liberia, Haiti, and perhaps Sudan.

The U.S. and like-thinking nations could help to enable such a capability by

training, equipping, and sustaining peacekeepers with military and police

capability, perhaps organized regionally, in considerably greater. numbers

than are currently available. This need is real. It will persist for many

years.

Similarly, the U.S. and our friends and allies could help organize and train

cadres of international professionals who can assist emerging governments

in areas of governance arid ministry-building. The cost-benefit ratio of
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being prepared in advance and in benefiting from the use of several nations'
troops, rather than using solely U.S. military forces, would be substantial.

Maritime Organizations: A number of our future challenges will be linked
to the seas including piracy, exploitation of resources (oil, gas, fishing,
seabed mining), intelligence-gathering from offshore platforms, and the
seaborne movement of weapons of mass destruction, narcotics, people, and
illegal arms. Some 70 percent of the earth's surface exists beyond the
sovereignty of any nation. We should cooperate with rising nations that
have significant naval forces like India and Japan to help contribute to
the safety of the maritime domain. A clearinghouse institution for the high
seas might provide a new level of information-sharing and a means to bitter
facilitate the control of illicit activity on the oceans.

- Cyberspace: Just as the nations of the world have developed
understandings and arrangements over time to govern activities on the land
and sea and, more recently, in the air and space, the time has arrived to
consider how best to approach cyberspace. Technology is racing ahead,
while institutions and understandings for cyberspace and cyber-security are
lagging dangerously. The challenge will be to define our interests and
concerns without stifling through excessive regulation or control - the
enonlious advances made possible by this largely unregulated medium.

Ae of Biology. In addition to the information age, the age of biology is
emerging. While there are international organizations devoted to health,

e.g., the World Health Organization, existing institutions are imperfect and
somewhat politicized. There is no international structure available to

address the key issues of biotechnology and bioengineeríng, both of which
hold promise and peril for the world. Everything from crop yields, to
cloning, to fighting pandemics, to coping with other increasingly complex
and dangerous issues will be a crucial part of the landscape of the 21st

century. An entity or organization might be considered to address such

issues.

- Counter-Proliferation. With the spread of weapons of mass destruction,

and the appetites of terrorists to acquire them, the civilized world has no

choice but to organize much more effectively against further proliferation.

The Proliferation Security Initiative (PSI) is a good start, but it urgently
needs new and sustained energy, as well as a process to institutionalize this

effort. This is another area in which we should consider whether a new

institution is required.

- Market Economics. Micro-Enterprises, and Opportunity for the People: In

addition to organizations like the World Bank and the International
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Monetary Fund, a smaller, môre agile and more market-oriented -
institution is needed in this new century. A new international program,
perhaps aligned with the Millennium Challenge Account, might focus on
micro-loans, which have proven to be effective in stimulating economies in
less developed countries. It should be an institution that bypasses the
government level, where waste and corruption are rampant in developing
countries, and deals directly with the individual and the family, thereby
providing direct economic opportunity.

International Law: Mischievous doctrines of international law are
developing that are being misused politically against the U.S. and limiting
the freedom of action of international players, e.g., the ICC and "universal
jurisdiction." They need to be opposed head-on. Further, international
rules such as the Geneva Convention were fashioned for a different era.
They may need to be redesigned for the 2l century, but we would need to
avoíd being roped in by bad rules and conventions that could unfairly make
the U.S. a target for politicized prosecutors.

2. Regional Challenges

- Middle East Security Initiative. The threat Iran is posing and will likely
continue to pose argues that it may well be time to form a new collective
security arrangement for the Middle East andior the Arabian Sea. Already
one or two Middle Eastern nations are wondering if they should develop
nuclear programs. This is the moment to. first, reassure key friends of our
commitment to shield them from nuclear blackmail through declaratory
policy: and, second, find other ways to strengthen cooperation with them.
Egypt and Saudí Arabia are the key. We need to bolster all Arab moderates
now while they are viable, Balirain and other Gulf States are leaning well
forward on this idea.

- Asian Security Organization. We need to seek ways for the U.S. to be
included in more of the key Asian security organizations, or even to
consider fashioning a new organization. The question is: What might it be
possible to fashion today that would benefit us in the decades ahead, but

would be impossible for us to fashion five or ten years from now?

- Latin American Regional Institutions. In Latin America we have seen
swings from colonialism to authoritarianism, to independence, to

dictatorships, to democracy, and, most recently, to a leftist revival. It is
appropriate to wonder whether existing regional institutions (e.g., the OAS)

are up to the challenges ahead.
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Corruption is corrosive to democracies. Criminal gangs are increasingly
intimidating to free systems. A sustained focus against corruption and for
free political and free economic systems will be needed if the growing
subversion of democracy by Castro's and Chavez's appeal to the populace
is to be successfully countered. Central America is either going to come
together, as its leaders are currently striving to do, or it will be fractured by
pressures from Cuba and Venezuela. We need to actively foster moderate
groupings and aggressively bolster and sustain them.

3. A Goldwater-Nichols Process for the National Security Portions of the
U.S. Government?

The i 986 Goldwater-Nichols legislation led to greater jointness and
interdependence in the Department of Defense among the four Services - but it
has taken twenty years to begin to fully realize its potential. The broader USG
structure is still in the industrial age, and it is not serving us well. It is time to
consider a new "Hoover Commission" to recommend ways to reorganize both
the Executive and the Legislative branches to put us on a proper path for the
21 century. Only a broad, fundamental reorganization can enable the Federal
Departments and Agencies to function with the speed and agility the times
demand. The charge of "incompetence" against the U.S. Government should
be easy to rebut, were people to understand the extent to which the current

system of government makes competence next to impossible.

Foreign Assistance. The present structure of USG foreign assistance is an
anachronism. A system is needed that recognizes assistance for what it
really is; a component of our national security strategy. Organizing

assistance in a single "national security account," rather than the multiple
accounts currently being overseen by multiple Congressional committees
and sub-committees, would permit government leaders to make better

decisions about how to prioritize. In simple terms, DoD has resources, but

not authorities; while State has authorities, but not resources. As a result,

the President has reduced flexibility to respond to urgent needs. New ways

and means to pursue a rational foreign assistance mission are urgently
needed. A modest change will not do it. The only choice is to trash the

current laws and undertake a total overhaul of the current systems.

- Strategic Communications - A 21st Century U.S. Information Agency: A

new "U.S. Agency for Global Communication" could serve as a channel to

inform, educate, and compete in the battle for ideas. Such an agency would

need to be fully aligned with U.S. policies and principles, contrary to what

seems to have developed since the dissolution of the USIA and creation of

the Broadcasting Board of Governors. Those changes have had the effect

of divorcing U.S. Government broadcasting from policymakers, just at a
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time when there is an urgent need to get the U.S. message out broadly,
powerfully, and repeatedly.

Today the centers of gravity of the conflict in Iraq and the Global War on
Terror are not on battlefields overseas; rather, they are in the centers of
public opinion in the U.S. and in the capitals of free nations. The gateways
to those centers are the international "media hubs" in the capitals of the
world. Zawahiri has said that 50% of the current struggle is taking place in
the arena of public information. That may be an understatement. Osama
bin Laden. Zawahiri and Zarqawi have "media committees" that
consistently outpace our ability to respond. When the USG does try to
compete in the communications arena, it runs up against a lack of national
consensus and understanding about what means are acceptable to the media
and to the Congress, and disagreements as to what is legal.

- Partner Nation Capacity: Dangerous enemies are located in countries with
which we are not at war. Most of those countries lack the capability to
skillfully assist us in dealing with our common enemies. Examples include
Pakistan. the Philippines, Afghanistan and Iraq. This calls for considerably
larger and better organized U.S. and international institutional capabilities
to train, equip and strengthen the capacity of partners so they can better
assist in finding, fixing and finishing the increasingly dangerous threats to
their security and to ours.

The Way Ahead

A way to move forward would be to establish mechanisms to refine these
thoughts and, in the process, gamer support for the kinds of bold changes that are

needed.

Recommendations:

L First, consider appointing a commission of statesmen along the lines of

the Hoover Commíssion of the late I 940s. Its charter would be to
re-examine the structure of both the Executive and Legislative branches

of the U.S. Government, or at least the broad national security elements.

The commission could be charged with considering a Goldwater-

Nichols-like reorganization of the Executive Branch and the Congress;

and, specifically, how they might best be restructured to more
efficiently cope with the pressing new challenges of the 2l century,
energizing all elements of national power for the tasks ahead.

Second, establish a high-level commission to make proposals as to how

best to restructure existing international organizations and/or create new
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institutions more appropriate for the century. The commission
could consider such ideas as a 'Global Peacekeeping Center," a new
maritime organization, a structure for cyberspace, and an organization
focused on biotechnology/engineering, human health, and so forth.

3. Third. identify a cluster of key issues that can be addressed through
either Presidential proposals to the Congress or, wherever possible, by
Executive Orders. Include:

a reorganization for national security, counter-terrorism and
homeland security;

a new personnel system for the U.S. Government that encourages
cross-service between organizations like Defense, State, Treasury,
Homeland Security and Justice;

- a more integrated national approach to build partner nation capacity;

- better ways to deal with non-state entities; and

- new methods of engaging the private sector and non-governmental
organizations to meet the challenges we face.
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